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What's Bot?
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Bots in The Internet .
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Good or Bad?
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Bad bot example: Account Takeover(ATO)
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Bad bot example: Web Scraping
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Bad bot example: Web Scraping - T p—

https://gigazine.net/news/20200820-instagram-tiktok-youtube-user-data-expose/

SAD7 1w IHEIZ2H814%IC. TADS54047HR1E
AmazonBED 7 1 v ¥ THERDEDTEREL 1T

=X HE 202049H8H 1458

- T4 T REER

20,814

20000
16,811 16,767
14,245
15000 -
11,645
9,671
10000 8,034 7750 5208 7,630
6, I]B 6,653
) '
0 '
\k‘.
\ o

2

o q\\"
S @'» ¥

\\\‘?’\T‘PK‘@
_L,LQC"P'@Q'@'P'PWQ

& &

2020F8B D7 « v ¥ v T BEHEK

Taw I IERICET AMEN8RIE2A8144Ic ED, 7B (1/567674)
S54047HBE L EE T v IV IRRBERDPBES M U, Fey 7y
271 b DURLEEIE49538TRIA N SE583RA L. 71 v ¥ V7 FEHRIC
BRI 7Y RIEE5HRE > o

2020408 H20H 12K05% X1 UFg

Instagram - TikTok * YouTube®) 1—H'—I§#K2E35005 A 9% TF— 4 IR
FTRUEHEM AR LT W &R

U

]
R TEFERICHER

Devin Coldewey

2 5 — N7 v FDClearview AlDSA 1 J A MiEE

Source: TechChurch https://tcrn.ch/3cIP1po

AVIINIVY—DEREY—T T 1)
K4 - EgExEIEUHE ULIBABR

Source: Internet Watch
https://internet.watch.impress.co.jp/docs/news/1274848.html

RETABLTWZ EAMBEL E LT
ENEHDEHSNET,
- — Source: SIRABEE
WIAREOZEL—Y—DER https://sirabee.com/2020/01/21/20162239660/

EHNTLS,

16,0002 D1 —H—IDELVTF R b 77 /LA RE LI | SR A CEIE LT TV

HEWERODEBTAHDRKFZEDBTRFITLA~SEIEFIASOAETHEIBEEIND LS TH-7
[Tinder(F4>&—) |, RBICNAZRYyIEBF - BUHEMYEZSZ AEALOHEVLAZ N BEED

ZOTinderl2 D2 WTHBAREATATHAZZIDOEZA [ HELELTAMEBZZ X1 ——DEE,




13

Bad bot example: Deniel of Inventory
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Other Bad bot examples
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B OT Eve ﬂtS source: Radware Ultimate guide to BOT MANAGEMENT
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Bot Targets
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Radware Bot Manager
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Radware Solution Map (abstraction)
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Bot Generations
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Radware Bot Manager
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A Bad Bot Attack (&Ha@ni=gotml)
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Bot Manager Engine
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Intent-based Deep Behavior Analysis
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AP| Flow Control Module
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How to Defending

o = | |52

A

ﬁ ﬁ Data . -
Collecting Visualization
end-point Console

Humans

Y - .l . Web Page / Mobile
‘ q _ App Request

oY ** radware

Bad Bots

C,jilllllll =

Web Page / Mobile App
/ API Data

p— D I'm not a robot c
racaran

— O
— B

1. 527499185 A—=3H 5FingerprintZ {ERK

2. Cloud®@Engine THuman/Good Bot/Bad Bot|Z % #&

3. BadBotlZxt LT

A
=34

ESNTWEINDRZLTYaVICEDE, LE

Blocked

Feed Fake Data

Filter Traffic

Session Terminate

Redirect Loop

Log Only

Custom Action



31

ow to Defending
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Global of PoPs
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Bad Bot Analyzer(BBA)
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Bad Bot Analyzer report example
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Ransome DDoS (BA/I\-I4ZELEHITA)
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‘Fancy Bear’, ‘Armada Collective’, ‘Lazarus Group’
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28 AUG 2020

Alert Number

MU-000132-DD

WE NEED YOUR

HELP!
If you find any of
these indicators on
your networks, or
have related

information, please

contact

DL OVAAIATCOLL

e
3 TLP GREEN

FBI LAS

FEDERAL BUREAU OF INVESTIGATION, CYBER DIVISION

The following information is being provided by the FBI, with no
guarantees or warranties, for potential use at the sole discretion of
recipients in order to protect against cyber threats. This data is
provided to help cyber security professionals and system
administrators guard against the persistent malicious actions of cyber
actors. This FLASH was coordinated with DHS/CISA and US Treasury.

This FLASH has been released : The information in this
product is useful for the awareness of all participating organizations
within their sector or community, but should not be shared via
publicly accessible channels.

Cyber Criminals Claiming to be Fancy Bear
Conduct Ransom Denial of Service Attacks
Against Financial Institutions, Other Industries
Worldwide

dMDRansome DDoS

EWSTe Y AN=IPRITIN—TH

—/7 v b
HEWRT 5)

Subject: DDoS Attack

We are the Lazarus Group and we have chosen _ as target for our next DDo§ attack.

Please perform a google search for " Lazarus Group” to have a look at some of our previous work. Also,
perform a search for " | | | | R o 'R i~ the news. You don't want to be like them,
do you?

Your whole network will be subject to a DDoS attack starting || NN next week. (Thisis nota
hoax, and to prove it right now we will start a small attack on a few of your IPs from ASJ block
that will last for about 60 minutes. It will not be heavy attack, and will not cause you any damage, so
don't worry at this moment.) There's no counter measure to this, because we will be attacking your IPs

directly and our attacks are extremely powerful (peak over 2 Thps)

This means that your websites and other connected services will be unavailable for everyone. Please
also note that this will severely damage your reputation among your customers who use online services.

Worst of all for you, you will lose Internet access in your offices too!

We will refrain from attacking your network for a small fee. The current fee is 20 Bitcoin (BTC). It's a
small price for what will happen when your whole network goes down. Is it worth it? You decide!

We are giving you time to buy Bitcoin if you don't have it already. And hopefully for this message to
reach somebody who can handle it properly.

If you don't pay the attack will start and fee to stop will increase to 30 BTC and will increase by 10
Bitcoin for each day after the deadline that passed without payment.

Please send Bitcoin to the following Bitcoin address: _

Once you have paid we will automatically get informed that it was your payment.
Please note that you have to make payment before the deadline or the attack WILL start!

If you decide not to pay, we will start the attack on the indicated date and uphold it until you do. We will
completely destroy your reputation and make sure your services will remain offline until you pay.

Do not reply to this email, don't try to reason or negotiate, we will not read any replies.
Once you have paid we won't start the attack and you will never hear from us again.

Please note we will respect your privacy and reputation, so no one will find out that you have complied.




DDoS Market Place

ryanlpz9
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[23-Mowv-16 15:35:36) : Rent from Biggest Mirai Botnet (400k+ devices)

We use Oday exploits to get devices - not only telnet and ssh scanner,

Discord: Helios#4650
discord.gg/UtkaM5a thar3seller
Followed by thar3seller

Anti ddos mitigation techniques for tcp/udp.
Lirnited spots - Minimum 2 week spot.
Flexible plans and limits.

Free short test attacks, if we have time to show. Following v

4 2,085 5,331
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® @ 'a T W3 28MartPr 17.27 curiows Q @ =

& Terminal Kabuk Dizen GOFUNd  Pencere Yardm

Cheap n reliable stuff seller =~
Only business account
Trusted Y

Followed by ryanlpz9

Jabber advertismen
PRIVATE| UNST4SL3 BOTNET
I+ s UNSTASLY BOTNET
" UNST4SL BOTNET
UNST48L3 BOTNET
UNST4SL3 BOTHET

[root@Unstable ~)# methods UNST4S8L3 BOTNET -

.‘ ttack Meth NSTasL3 BOTHET
ST4SL3 BOTNET

UNST4SL3 BOTNET - TE

Nestored Nethods ] Warets soreer
k std [ip] [time] dport=[port] UNSTASL3 BOTNET
v [4p] [tine] dport=(port] B UNST4SL3 BOTNET
] domaine[ip) conns=5000 | UNST4ASL3 BOTNET Following v Message
: B3 sormy - 1
Faath i I rt= rt] 83 UNSTASLY BOTNET
A|Font | gF Insert | (2) Sm) e el - Weraets somet - ¥

Other Methods UNST48LY BOTNET
t tepall [ip] [time] dport=(port] s] [PRIVATE] UNSTASLI BOTNET
| > s 7s) [PRIVATE] UNST4SL3 BOTNET

] o
1 dports(port]
1 dports{port]

Sales/vouc... Virum Scammer’s... Infinity net...

[rootaUnstabls

(&)

HEH

Mirai Variant - Best DDoS Botnet!
Selling spots and source builds! Contact at Discord: UN5T48L3#8922




DDoS as a Service

Basic

9.99

° Important Info before purchasing unlimited
5min
15 Gbit/s

1

29.99

unlimited
30 min
15 Gbit/s

2

99.99

30 days

unlimited
4h
15 Gbit/s

al

19.99

25.99

unlimited unlimited
5min 30 min
15 Gbit/s 15 Gbit/s

2 1

34.99

44,99

unlimited unlimited
ih 1h
15 Gbit/s 15 Gbit/s

1 2

149.99

unlimited
4h
15 Gbit/s

3

um

o Important Info before purchasing

$  Deposit Fun

Select a package

o Important Info before purchasing

$ Deposit Funds

179.99

unlimited
10 min
60 Gbit/s

il

1999.99

30 days

unlimited
1ih
225 Gbit/s

1

379.99

unlimited
10 min
60 Gbit/s

2

Deposit

Deposit funds

0.00 USD Select amount to deposit

19.99

Select your payment service

o Important Information

Bitcoin

Pay with Bitcoin

unlimited

1h

60 Gbit/s

2

™ Buynow

0.00177815 BTC
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-e©  Summary

Gartner
 About Radware

COOL
* Bot Threat Trend

VENDOR

* Radware BotManager

— Bot Generations
— API Flow Control Module

— Semi-Supervised Machine Learning

. * Bad Bot Analyzer(BBA)

¢ Ransome DDoS: = -~ |
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-8° radware

THANK YOU!




